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In this course we explored the 
fundamentals of network security. Using 
various tools and techniques we were able 
to mitigate internal and external threats. 
Two IoT devices were developed, a program 
that remotely communicated with a 
microprocessor and a security system that 
detected motion.

Topics Covered:

• Electrical circuits and an ESP32 microprocessor

• Python code and Hypertext implementation

• Stateful Firewall & Multi-Factor authentication

• Bring Your Own Device (BYOD) Security Policy

• Asymmetric Key Encryption and Password Enforcement
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Light Control 
System

An ESP32 driven circuit that 
controls 2 LED lights via a 
Web Browser.



2-light 
Breadboard 
Layout

• ESP32

• Two LEDs

• Two Resistors

• Wires



IDE with Python code with Hypertext showing external 
communication with circuit



2-light Control Web 
Interface

• Two buttons that remotely interact with lighting 
to control operation with unique URL to access this 
function.



Exploring 
Network 

Vulnerabilities

• Ranking vulnerabilities by their 
significance is important to allow IT 
professionals the ability to prioritize 
threats to protect company assets and 
reduce risk. 



Reconnaissance was 
conducted to on my 
home network to 
determine host 
addresses and open 
ports and services.

These are the 
commands in Kali VM 
to grab the banner of 
the Linux Server FTP, 
SSH and SMTP 
applications.



Nmap scan
Nmap is a powerful 
free and open 
source network 
scanning tool

• The IP addresses of the host, Linux-Server VM, Kali VM, and 
Home Light Control System.

• NMAP is a great tool to identify on systems



Telnet
Telnet was used to show user credential as it is 
an application that transfers data in plain text.



A vulnerability of critical severity rating
This screenshot is an example of a critical vulnerability identified by Nessus vulnerability software.



A vulnerability of high severity rating
Every vulnerability provides information for the situation it uncovers.



A vulnerability of medium severity rating
The ranking of this information allows IT staff to prioritize their work.



Understanding 
Stateful 
Firewalls using 
iptables and 
exploring 
multifactor 
Authentication 
using Google 
Multifactor 
Authenticator



Command on Linux Server to close all ports



Kali command to verify Linux Server ports are closed



Nmap scan result



User1 logon screen with 2 factor authentication



Bring Your 
Own 
Device 
(BYOD) 
Security 
Policy



Overview of 
the security 

policy

• Now that roughly 75% of the modern 
workforce is remote, it’s time for many 
organizations to implement a cost-effective 
and user-friendly bring your own device 
(BYOD) strategy. SANS reserves the right to 
revoke a user’s clearance if the security 
policies of our organization are not followed. 
This policy protects the security of our 
organization’s data and infrastructure. Some 
exceptions may be provided due to certain 
devices or Operating Systems. Onboarding 
includes agreeance to the terms and 
conditions set forth in this policy to be able to 
connect to the company network.



Purpose of 
the security 

policy

• The main purpose of this policy is to protect 
the confidentiality of all parties on the SANS 
infrastructure. The terms of this policy prohibit 
any data from being stored or transmitted by 
any unsecure means in which the data may be 
compromised by an unintended 3rd party. Any 
deviation from this policy may result in a loss 
of confidential data, damage to applications, 
loss in revenue or damaging the company’s 
integrity. In accordance with this policy, and 
employee and employee introducing a 
personal device connected to the SANS 
network, with the capability of backing up, 
storing or accessing SANS data, must strictly 
follow this defined procedure.



Scope of the 
security 

policy

• This policy includes, but not limited to:
• Smartphones(not “jailbroken” or “rooted” 

unless expressly authorized).
• Tablets
• Portable media devices(USB thumb drives 

or external hard drives)
• PDAs
• Laptop/Notebook computers
• Any personal device with storage 

capabilities that can access the company
network.

• Any hardware or software this is not 
company owned or supplied.



Policy 
section of 

the security 
policy

• To establish a connection on the company network all users 
must agree to the terms and conditions contained in this policy.
• Acceptable personal use is defined by reasonable personal 
communication or recreation such as, surfing social media or 
game playing.
• Users are prohibited from accessing certain websites during 
scheduled work hours while connected to the company’s 
network. Such blocking of these websites will be determined by 
the company. 

• These websites include, but not limited to:
• Social media sites
• Shopping sites
• 3rd party email sites

• Devices are strictly prohibited from:
• Storing or transmitting company data
• Storing or transmitting information belonging to another 

company.
• Harass others
• Pursuit outside business activities

• The following applications are allowed:
• Weather Channel
• News/RSS feeds
• Office 365
• Productivity applications

•

• The following applications are not allowed:
• Any downloads from sources other than iTunes or Google 

Play
• Social Media

•
• This company has a zero-tolerance for non-compliance. If you 
feel that you may be in violation, please see your department 
manager.



The ESP32 driven circuit is 
used to detect motion with a 
proximity sensor making a 
centralized home security 
system.



Passive 
buzzer 

breadboard 
layout

• ESP32

• Passive buzzer

• Motion sensor

• Wires



Passive buzzer 
system output from 
uPyCraft IDE

“Motion detected” message

Interruption source PIR

“Motion stopped” message



Active 
buzzer 

breadboard 
layout

• ESP32

• Passive buzzer

• Active buzzer

• Motion sensor

• Wires



Active buzzer system 
output from uPyCraft
IDE

“Motion detected” message

Interruption source

“Motion stopped” message



Asymmetric Key Encryption 
and Password Policy Enforcement

To implement secure file management and password policies using 
encryption and password administrative controls



File encryption • content of the plaintext file

• content of the encrypted file



File decryption • The single encrypted file
• The decrypting process
• Both the encrypted file and the original 
plaintext file



Account lockout screen

“Account locked out due to 4 failed logins” message.



Project 
Conclusion

• Risk assessment impacts the 
development of a program’s security 
policy. A security policy is crucial as threat, 
vulnerability and impact assessments 
should be made to mitigate exposure of 
secure data to unwarranted third parties. 
Technology is rapidly developing so it is 
important that the policies governing the 
use of these technologies is being 
updated.


